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T H E SC E N A R I O A Canadian-owned co-working provider operating in

multiple major cities offers premium office spaces,
dedicated desks, and event environments across
downtown core locations.

THEIR BUSINESS IS INHERENTLY COMPLEX:

e Multiple locations across Canada

+ High-end tenant expectations

o Flexible memberships (daily, short-term, and long-term)
» Frequent movement of tenants, guests, and contractors

e Spaces also used for events and after-hours access

With a strong presence in Toronto's Financial District and continued expansion,
managing access across these environments became increasingly difficult.

ACROSS THEIR PORTFOLIO, THIS CREATED SIGNIFICANT
THEY WERE OPERATING A MIX OPERATIONAL CHALLENGES:
OF SYSTEMS:

o Different key fobs and card credentials
e Legacy access control platforms connected across locations

to a centralized server .
+ Multiple access control databases

« Different systems across multiple sites to manage

* Hundreds of doors across Canada « Older databases that were difficult
to clean up or maintain

« Software that felt clunky, overly complex,
and difficult to use

System updates — particularly in centralized environments — would occasionally take entire locations
offline, requiring hours of troubleshooting and internal IT involvement.

Over time, the team became increasingly frustrated with the complexity, instability, and ongoing
maintenance required just to keep systems running.
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T H E T U R N I N G POI N T When planning a new flagship location, the team

evaluated several access control options.

MOST PROPOSALS FOLLOWED THE SAME PATTERN:

o Software-based systems
o On-premise servers

) . —) IT FELT LIKE MORE OF THE SAME
o Complex configurations

« Ongoing maintenance requirements

They were looking for something different — a system that simplified operations
instead of adding to them.
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THE SECURITY
APPROACH & SOLUTION

THE OBJECTIVE WAS TO DESIGN A SYSTEM THAT:

« Reduced complexity

« Eliminated infrastructure dependencies

« Integrated with existing business systems
e Scaled across multiple locations

A cloud-based access control platform was deployed, designed specifically around how
the business operates.

THE SYSTEM INCLUDED:

« ~160 controlled doors, including elevator access

« Flexible credential options (cards, fobs, and mobile access)
« Multi-level administrative control with remote access

« Integrated video and intercom systems

o API-driven integration with property management software

Instead of another standalone system, the result was a connected, cloud-based platform aligned
with daily operations.
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SYSTEMS &
CAPABILITIES USED
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Cloud-based access control platform

Mobile credentials (mobile pass), fobs, and card access
Elevator access control integration

Identity management integration

Intercom / door station integration

Single Sign-On (SSO)

Video integration with a cloud-based video platform (Eagle Eye)

Property management system integration (Yardi)
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Remote system management and multi-site control
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INTEGRATED PLATFORM &
AUTOMATION

PROPERTY MANAGEMENT INTEGRATION (YARDI)

The system was integrated with the organization’s property management platform, allowing
tenant and user data to automatically sync into access control.

SINGLE SIGN-ON (SSO) & IDENTITY MANAGEMENT

Integration with the company'’s identity systems allows administrators to access the platform
using existing credentials, while user data can be synchronized automatically.

VIDEO INTEGRATION (UNIFIED PLATFORM)

The access control system was fully integrated with a cloud-based video platform
(Eagle Eye), allowing access events and video footage to be viewed together.

MOBILE CREDENTIALS & FLEXIBLE ACCESS

Given the nature of the business — with tenants, staff, contractors, and event guests
constantly coming and going — flexibility was critical.

INTERCOM [ DOOR STATION INTEGRATION

Integrated door stations allow visitors and guests to request access remotely.
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Like many organizations, the customer was initially
A D D R E S S I N G hesitant about ongoing cloud subscription fees.
T H E C LO U D C O S T This is a common concern — the perception that
C O N C E R N cloud systems are more expensive over time.

A DIRECT COST COMPARISON WAS COMPLETED BETWEEN:

« Traditional software-based systems (with servers, licensing, and upgrades)

« Cloud-based access control

THE DIFFERENCE:

« Traditional systems require ongoing maintenance, upgrades, and support

« Cloud systems remain current, secure, and continuously updated

THE RESULT:

The cost of a cloud-based system plus three years of service was comparable to the upfront cost
of a traditional system.

EVEN AFTER THREE YEARS, THE SYSTEM REMAINS:

o Fully up to date
« Free from upgrade cycles

« Free from infrastructure-related risks

As areference point, cloud-based systems installed as far back as 2008 are still
operational today — with nearly two decades of continuous use and no major system
overhauls required.
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OPERATIONAL IMPACT

THE NEW SYSTEM TRANSFORMED HOW ACCESS
IS MANAGED ACROSS THE SITE:

+ No reliance on local or centralized servers
* No manual software or firmware updates

o Real-time visibility across all access points
+ Automated tenant and user management

e Reduced dependency on internal IT

What was previously a fragmented and reactive environment became a streamlined, reliable,
and scalable system.

A REAL-WORLD TURNING POINT

Following deployment, an update to a legacy system used at other locations caused a widespread outage.

Multiple sites lost access control functionality, impacting hundreds of doors and preventing users from entering
their spaces.

The issue required several hours of investigation and recovery.
At the same time, the new cloud-based system continued operating without interruption.

This reinforced a critical point: reliability isn’t just about day-to-day use — it's about how systems perform
when something goes wrong.

KEY NOTE ©)

WHY IT MATTERS

Access control is no longer just about securing doors—it's the foundation of seamless
business operations. Outdated, fragmented systems create unnecessary IT burdens, slow down
operations, and degrade the customer experience.

When multiple locations and users depend on reliable access, any failure directly
impacts business continuity. With so much at stake, relying on disconnected legacy solutions
is simply too big of a risk.
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